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AWS Account Overview
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AWS Account Overview

] AWS Account

AWS |IAM

| 9

Account Root User

ve o

User Group Role

X <L

Policy
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AWS Account Overview

Authentication:

E AWS Account

Authorization:

AWS Management
Console

- T us-east-1 B e

ALAL)

E""'E g E E :lllIIE g E E i'."ié
EC2 RDS EC2 RDS EC2
53 AB s3 AB 53

________________________________________________
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Create Management AWS
Account

Al
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What you need...

[— Credit card for setting up the account and
= . .
paying any bills

@ Unique email address for this account
john@example.com

john+dctmanagement@example.com

john+dctprod@example.com

AWS account name — mine will be DCT

g Phone to receive an verification code

© Digital Cloud Training | https://digitalcloud.training

Check if you can use an alias
with an existing email address
(e.g dynamic aliases in Gmail /

0365)
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Configure Account and Setup
Billing Alarms

Al
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Install Tools (AWS CLI and VS
Code)

Al
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B How IAM Works

authenticated

E AWS Account

8 A Gg I
a_ ‘o Ll Runinstances -l

[ 1 1 E E
User  Role Federated Application 1 -F
AWS IAM User £C2 Actions
authorized
o/
GetBucket
Console @ resources
@ I operation s3
CLI = =
; ‘; CreateUser
7 Identity- Resource-
AP| based policy based policy IAM

- DigitalCloud
RREE TRAINING
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Overview of Users, Groups,
Roles and Policies
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B Users, Groups, Roles and Policies

F AWS Account

permissions

group
policy

IAM Group

Group Role

delegation
assumed

Policy

© Digital Cloud Training | https://digitalcloud.training

permissions

identities

4 .

N
N\

resources
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B 1AM Users

Q‘

Account Root User

X » 2

Eric Ethan Andrea > Amazon Resource Name:

> Friendly name:

AWS IAM

v

no permissions - @ ‘

username/password
access keys

- DigitalCloud
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& |AM Groups

Admin Group

. Ce—

X

=

Eric Sunil

XL
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Development Group

XL

Operations Group

permissions
group
policy

XL

permissions

policies - DigitalCloud
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B IAM Roles

AWS Account

IAM Users

sts:AssumeRole el
Q “ IAM Users

IAM Role
DigitalCloud

e TRAINING

NN

S3 Bucket
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B 1AM Policies

v
v

X

AdministratorAccess

- g -

User Group Role

v
v

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "x",
"Resource": "x"

}

X

Bucket Policy

5,

S3 Bucket
© Digital Cloud Training | https://digitalcloud.training

"Version": "2012-10-17",
"Id": "Policy1561964929358",
"Statement": [

{

"Sid": "Stmt1561964454052",
“Effect": "Allow",
"Principal”: {

"AWS": "arn:aws:iam::515148227241:user/Paul"

h
"Action": "s3:x",
"Resource": "arn:aws:s3:::dctcompany",
"Condition": {
"StringLike": {
"s3:prefix": "Confidential/*"

. DigitalCloud
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JAM Authentication Methods
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2= |AM Authentication Methods

John is authenticated and
can perform operations

Username: John

Password: E028720%! in the console
MFA Token: (optional)
@ - —
N e -
John AWS IAM AWS Management
Console
CLI Access key ID: AKIAXP4J2EKUQIQJTILV ‘
Secret access key: =
wiMjGpewNMRHFi9QudOpJwh7NBX4F6i
‘ AWS IAM AWS AP
AP| :

Access keys are used for
programmatic access

DigitalCloud

TRAINING
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as] |AM Authentication Methods

©

W

Signing Certificate

SSH Key / HTTPS
Git Credentials

[ses  comm—

Keyspaces
Credentials

© Digital Cloud Training | https://digitalcloud.training

a=

AWS |IAM

-

=D
[

AWS |IAM

&=

AWS |IAM

X.509
to
services. E.g. Amazon EC2
SOAP and CLI interfaces

Amazon EC2

</>
i
AWS CodeCommit

EC*

Amazon Keyspaces

Authentication
to AWS
CodeCommit

DigitalCloud
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Create User, Group, and
Configure CLI

Al
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AWS Security Token Service
(STS)
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AWS Security Token Service (STS)

Credentials include:
* AccessKeyld
* Expiration
SecretAccessKey
SessionToken

EC2 Instance

Application
Temporary security =
credentials are ' ! >
returned - ‘{}
S3 Bucket

Instance Profile

@ EC2 attempts to assume role

(sts:AssumeRole API call)
|IAM Role

AWS STS w
Trust policies
control who can :

{ Temporary credentials are used
"Effect": "Allow", assume the role with identity federation,
HPrdnEdpRl T Al delegation, cross-account

"Service": "ec2.amazonaws.com"
) access, and IAM roles
"Action": "sts:AssumeRole"
} Trust Policy Permissions Policy DigitaICIoud

TRAINING
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Multi-Factor Authentication
(MFA)

..
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Multi-Factor Authentication

Something you ; Something you ; Something you

Password

704 688

test3@testing

040 683

308 396

Amazon Web Services
root-account-mfa-device@dctlabs

—

DigitalCloud

TRAINING
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Multi-Factor Authentication

Something you ; Something you

704 688

e.g. Google Authenticator on

& | your smart phone 040 683
Virtual MFA  ---------- oo > o
308 396
IAM User
Physical MFA
Password

DigitalCloud

TRAINING
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Secure the AWS Account
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|JAM Access Control
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|dentity-Based Policies and
Resource-Based Policies
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XL

|dentity-Based IAM Policies

XL
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v
v
X

d

User

= s

“

XL

ya

Role

LA
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Resource-Based Policies

XL

XL

s3:PutObject

S3 Bucket

Paul

principal

permission
actions resource

© Digital Cloud Training | https://digitalcloud.training

"Version": "2012-10-17",
"Id": "Policy1561964929358",
"Statement": [

{

"Sid": "Stmt1561964454052",

"Effect": "Allow",
"Principal™: {

"AWS": "arn:aws:iam
}
"Action": "s3:x",
"Resource": "arn:aws:s3

::515148227241:user/Paul"

: ::dctcompany"

/
N

- Digital

Cloud
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Resource-Based Policies

XL

LD

IAM Role
resource-
based v v
v v identity-based
X X

Trust Policy Permissions Policy

- DigitalCloud
RREE TRAINING
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Access Control Methods -
RBAC & ABAC

o
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5~ Role-Based Access Control (RBAC)

&

L—o

Admin Group

— —

X

Eric Sunil

»

Development Group

Operations Group

XL
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- Role-Based Access Control (RBAC)

The Billing managed

. . policy is attached to {
Job function policies: the group erston®s "2012-10°47",
e Administrator  trectns Allon,
y Bi“ing Billing Admins "Ath:;;ipirtali*BiUing",
* Database administrator R e )

"budgets:ViewBudget",

v "budgets:ModifyBudget",

v "ce:UpdatePreferences",

X "ce:CreateReport",
"ce:UpdateReport",
"ce:DeleteReport",
"ce:CreateNotificationSubscription",

 Data scientist
* Developer power user
e Network administrator

)

& &

L4 Secu rity aUd|tor Joanne "ce:UpdateNotificationSubscription”,
"ce:DeleteNotificationSubscription",
° Support user "cur:DescribeReportDefinitions",
"cur:PutReportDefinition",
° 1N1 "cur:ModifyReportDefinition",
SyStem admInIStrator "cur:DeleteReportDefinition",
P VIeW_Only user "purchase-orders:*PurchaseOrders"
1,
AWS managed policies for job , "Resource”: "x"
functions are designed to ]
closely align to common job )
functions in the IT industr .
v DigitalCloud

TRAINING
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S Attribute-Based Access Control (ABAC)

L—o

0 'é ; Tag Key Tag Value
=N  Environment  Production -
DBAdmins Amazon RDS
rds:RebootDBInstance
DD,
rds:StopDBInstance ~ N Tag Key Tag Value
— =N envronment  devlopment
assigning metadata Dave W
to resources using ‘; Amazon RDS
key/value pairs
"Effect": "Allow", _ l_
"Action": [ Permissions are
Tag Key Tag Value "rds:RebootDBInstance", granted to resources
D — "rds:StartDBInstance",
__ "rds:StopDBInstance" when the tag matches
1, a certain value
"Resource": "x",
"Condition": {
"StringEquals": { 5 ¢
"aws:PrincipalTag/Department": "DBAdmins", Dlg'ta|C|OUd
1] 0 . n, u . " TRAINING
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Permissions Boundaries
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.= Permissions Boundaries

Deve"’pe-
v

S3:ListBuckets

v
X
a&h
Joanne
v
v
v {
X "Version": "2012-10-17",
.. "Statement": [
Permissions {
"Effect": "Allow",
Boundary "Action": [
"s3:x",
"cloudwatch:x",
"ec2:x"
1
"Resource": "x"
}
]
}

© Digital Cloud Training | https://digitalcloud.training

iam:CreateUser

- g

Amazon S3

© e

IAM

- DigitalCloud
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& Privilege Escalation

IAMFullAccess

v
v

X

|

[\

iam:CreateUser m

IAM

Lindsay

AdministratorAccess

v

_—
. x
. : - DigitalCloud

AWS Batch Qe TRAINING
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IAMFullAccess

v
v

X

A

[\

Lindsay

v

v
v

X

Permissions
Boundary

© Digital Cloud Training | https://digitalcloud.training

iam:CreateUser

B

L

= Preventing Privilege Escalation

IAM

AdministratorAccess

X-User

v
v

X

. DigitalCloud
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|AM Policy Evaluation Logic
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Evaluation Logic

Y .
/ Decision starts ™\

A4

Evaluate all
applicable
policies

Is
there an No
explicit
Deny?

vFinaI decision:'
I Deny |

\ J

_(explicit deny) /

Deny evaluation

Is the principal's

e account a member of an

organization with an
applicable SCP?

AN TN
an Allow?

. Final decision"
‘ is Deny ;

\_(implicit deny) /

Organizations SCPs

© Digital Cloud Training | https://digitalcloud.training

No

/

R
v-/‘. ‘\n :
/" Does the ™\
requested

NN
. No

Does the

N

No

resource have a
resource-hased

policy?

/ " Is there

an Allow?

*Final decision
is Allow

*See the note below

Resource-based
policies

» 7 principal have a
permissions
boundary?

Is there
an Allow?

/ Final decision
\ is Deny J

\_(implicit deny) /

IAM permissions
boundaries

rd

/ .
’ \
\

7 Is the principal\“\\ No

a session assumed
using a policy?

Is there
an Allow?

/ Final decision "\
I is Deny |

\_(implicit deny) /

Session policies

Does the
principal have any
identity-based

policies? v

Final decision
( is Deny |

\_(implicit deny) /
\ s

Yes

Is there
an Allow?

Final decision
is Allow

/ Final decision
‘ is Deny J

\_(implicit deny) /

Identity-based
policies

DigitalCloud
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AWS IAM

:=] —
Console

—
CLI @
API ‘

© Digital Cloud Training | https://digitalcloud.training

Steps for Authorizing Requests to AWS

v
v
AR -

|dentity-based poli
User entity-based policy v

v
| | X
Resource-
based policy
Resources
s3:GetObject
Principal —

S3 Bucket

Actions

Environment data

Resource data

- DigitalCloud
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Types of Policy

— attached to users, groups, or roles

— attached to a resource; define
permissions for a principal accessing the resource

— set the maximum
permissions an identity-based policy can grant an |IAM entity

— specify
the maximum permissions for an organization or OU

— used with AssumeRole* API actions

DigitalCloud

nnnnnnn [
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Evaluating Policies within an AWS Account

Identity-based
policy

|dentity-based
policy

|dentity-based
policy

Resource-based Permisions . Organizations _
policy Effective boundary Effe.Ctl.Ve SCP Effective
permissions permissions permissions
DigitalCloud

TRAINING
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Determination Rules

1. By default, all requests are implicitly denied (though the
root user has full access)

2. An explicit allow in an identity-based or resource-based
oolicy overrides this default

3. If a permissions boundary, Organizations SCP, or session
nolicy is present, it might override the allow with an
implicit deny

4. An explicit deny in any policy overrides any allows

nnnnnnnn
© Digital Cloud Training | https://digitalcloud.training



Evaluation Logic

Y .
/ Decision starts ™\

A4

Evaluate all
applicable
policies

Is
there an No
explicit
Deny?

vFinaI decision:'
I Deny |

\ J

_(explicit deny) /

Deny evaluation

Is the principal's

e account a member of an

organization with an
applicable SCP?

AN TN
an Allow?

. Final decision"
‘ is Deny ;

\_(implicit deny) /

Organizations SCPs

© Digital Cloud Training | https://digitalcloud.training

No

/

R
v-/‘. ‘\n :
/" Does the ™\
requested

NN
. No

Does the

N

No

resource have a
resource-hased

policy?

/ " Is there

an Allow?

*Final decision
is Allow

*See the note below

Resource-based
policies

» 7 principal have a
permissions
boundary?

Is there
an Allow?

/ Final decision
\ is Deny J

\_(implicit deny) /

IAM permissions
boundaries

rd

/ .
’ \
\

7 Is the principal\“\\ No

a session assumed
using a policy?

Is there
an Allow?

/ Final decision "\
I is Deny |

\_(implicit deny) /

Session policies

Does the
principal have any
identity-based

policies? v

Final decision
( is Deny |

\_(implicit deny) /
\ s

Yes

Is there
an Allow?

Final decision
is Allow

/ Final decision
‘ is Deny J

\_(implicit deny) /

Identity-based
policies

DigitalCloud
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JAM Policy Structure

)
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B |AM Policy Structure

"Statement": [{
"Effect":"effect",

"Action":"action",
"Resource":"arn",
"Condition":{
"condition":{
"key":"value"

Resource

- . DigitalCloud
\..? ~ g TRAINING
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& |AM Policy Example 1

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "x",
""Resource": "x"
}
]
b

DigitalCloud

TRAINING
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& |IAM Policy Example 2

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["ec2:TerminateInstances"],
"Resource": ["x"]
}l
{
"Effect": "Deny",
"Action": ["ec2:TerminateInstances"],
"Condition": {
"NotIpAddress": {
"aws:SourceIp": [
"192.0.2.0/24",
"203.0.113.0/24"
|
}
}I
"Resource": ["x"]
}
]
}

- . DigitalCloud
\'? ~ g TRAINING
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& |IAM Policy Example 3

"Version": "2012-10-17",
"Id": "ExamplePolicy@l",
"Statement": [

{

"Sid": "ExampleSatement@l",

"Effect": "Allow",

"Principal™: {
"AWS": k"

}

"Action": [
"elasticfilesystem:ClientRootAccess",
"elasticfilesystem:ClientMount",
"elasticfilesystem:ClientWrite"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "true"

- . DigitalCloud
‘u.ri!*\‘, S; TRAINING
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&' 1AM Policy Example 4

{
"Version": "2012-10-17",
"Statement": [
{
"Action": ["s3:ListBucket"],
"Effect": "Allow",
"Resource": ["arn:aws:s3:::mybucket"],
"Condition": {"StringLike": {"s3:prefix": ["${aws:username}/x"]1}}
H
{
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::mybucket/${aws:username}/x"]
}
]
}

- . DigitalCloud
\'? ~ g TRAINING
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Using Role-Based Access
Control (RBAC)

Al
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- Role-Based Access Control (RBAC)

The Billing managed

. . policy is attached to {
Job function policies: the group erston®s "2012-10°47",
e Administrator  trectns Allon,
y Bi“ing Billing Admins "Ath:;;ipirtali*BiUing",
* Database administrator R e )

"budgets:ViewBudget",

v "budgets:ModifyBudget",

v "ce:UpdatePreferences",

X "ce:CreateReport",
"ce:UpdateReport",
"ce:DeleteReport",
"ce:CreateNotificationSubscription",

 Data scientist
* Developer power user
e Network administrator

)

& &

L4 Secu rity aUd|tor Joanne "ce:UpdateNotificationSubscription”,
"ce:DeleteNotificationSubscription",
° Support user "cur:DescribeReportDefinitions",
"cur:PutReportDefinition",
° 1N1 "cur:ModifyReportDefinition",
SyStem admInIStrator "cur:DeleteReportDefinition",
P VIeW_Only user "purchase-orders:*PurchaseOrders"
1,
AWS managed policies for job , "Resource”: "x"
functions are designed to ]
closely align to common job )
functions in the IT industr .
v DigitalCloud

TRAINING
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Using Attribute-Based Access
Control (ABAC)

Al
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S Attribute-Based Access Control (ABAC)

L—o

0 'é ; Tag Key Tag Value
=N  Environment  Production -
DBAdmins Amazon RDS
rds:RebootDBInstance
DD,
rds:StopDBInstance ~ N Tag Key Tag Value
— =N envronment  devlopment
assigning metadata Dave W
to resources using ‘; Amazon RDS
key/value pairs
"Effect": "Allow", _ l_
"Action": [ Permissions are
Tag Key Tag Value "rds:RebootDBInstance", granted to resources
D — "rds:StartDBInstance",
__ "rds:StopDBInstance" when the tag matches
1, a certain value
"Resource": "x",
"Condition": {
"StringEquals": { 5 ¢
"aws:PrincipalTag/Department": "DBAdmins", Dlg'ta|C|OUd
1] 0 . n, u . " TRAINING
© Digital Cloud Training | https://digitalcloud.training rds:db-tag/Environment™: "Production




Apply Permissions Boundary

Al
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Permisions Boundary Hands-On Practice

Use the file
from the course download
The policy will enforce the following:

* |JAM principals can't alter the permissions boundary to allow their
owh permissions to access restricted services

* |JAM principals must attach the permissions boundary to any IAM
principals they create

* IJAM admins can't create IAM principals with more privileges than
they already have

* The IAM principals created by IAM admins can't create IAM principals
with more permissions than IAM admins

DigitalCloud

TRAINING
© Digital Cloud Training | https://digitalcloud.training



& Privilege Escalation

IAMFullAccess

v
v

X

|

[\

iam:CreateUser m

IAM

Lindsay

AdministratorAccess

v

_—
. x
. : - DigitalCloud

AWS Batch Qe TRAINING
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AWS Policy Generator
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|AM Policy Simulator
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JAM Access Analyzer
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E6. |AM Access Analyzer

* AWS IAM Access Analyzer helps you identify the resources in
your organization and accounts that are with an
entity

Access Analyzer analyzes the following resource types:
=5} Amazon Simple Storage Service buckets
/= AWS ldentity and Access Management roles
> AWS Key Management Service keys
AWS Lambda functions and layers
Il Amazon Simple Queue Service queues

DigitalCloud

nnnnnnn [
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AWS Organizations
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AWS Organizations

Ooo
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£ AWS Organizations

H AWS Organization

Qa

a4 \anagement Account

e "4 !l

lllll

1
ey
Kl\il

. DigitalCloud
- TRAINING
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Account Configuration

Ooo
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& Account Configuration

H AWS Organization

Qa

W1 Management Account

AWS Organizations

Production (OU)

&1 Production |

J
B\

OrganizationAccou

1tAccessRole

© Digital Cloud Training | https://digitalcloud.training
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Create AWS Organization
and Add Account

Al
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Service Control Policies
(SCPs)

i

IIIIIIII

© Digital Cloud Training | https://digitalcloud .training



ﬂ@ Service Control Policies

{
"Version": "2012-10-17",
"Statement": [

AWS Organization - 28 ITF% " rrecen: o,

IIActionll: II*II,
| "Resource": "x"

]
E Management }

Account

"Version": "2012-10-17",
| "Statement": [

{
r S &% "Sid": "AllowEC2RunInstances",
"Effect": "Allow",

"Action": "ec2:RunInstances",

I|% &% ‘ "Resource": "arn:aws:ec2:x:x:instance/*"
}

{ Dev
"Version": "2012-10-17", l

"Statement": [
Prod { &%
"Sid": "RequireMicroInstanceType",

"Effect": "Deny", ‘

"Action": "ec2:RunInstances",
"Resource": "arn:aws:ec2:xk:x:instance/x",
"Condition": {
"StringNotEquals": { Test
"ec2:InstanceType": "t2.micro"

}

AVAILABLE - DigitalCloud

TRAINING
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Apply SCP to Restrict EC2
Instance Types

Al
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Apply SCP to Prevent S3
Bucket Deletion

Al
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Working with IAM Roles
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Use Cases for IAM Roles

IIIIIIII
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(— Use Case: Cross Account Access

Allows the user
from account B to

assume the role aws
Account A sl ACcount B

Trust
Policy

Allow role to

access bucket
sts:AssumeRole

Permissions Role User Identity-based
Policy policy
@ Allows the user
to assume the
S3 Bucket role in account A

DigitalCloud

TRAINING
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/= Use Case: Cross Account Access (3™ Party)

The trust policy condition
requires the external ID

"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",

"Principal™: {"AWS": "3rd party AWS Account ID"},
"Condition": {"StringEquals": {"sts:ExternalId": "12345"}}

Account A

Allow role to
access bucket

Permissions
Policy

*__ Trust
Policy sts:AssumeRole
with external ID
Role
S3 Bucket

© Digital Cloud Training | https://digitalcloud.training

aws
bd ACcount B

Identity-based
policy

User

Allows the user to

assume the role in

account A using a
shared ARN

DigitalCloud
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— Use Case: Delegation to AWS Services

Credentials include:
* AccessKeyld

EC2 Instance .

Application
Temporary security

credentials are

* Expiration
SecretAccessKey
SessionToken

returned
Instance Profile
SN | —m .
n D A\
AWS STS IAM Role

Trust policies

control who can
"Effect": "Allow", assume the role

"Principal": {
"Service": "ec2.amazonaws.com"
e

"Action": "sts:AssumeRole"
} Trust Policy Permissions Policy

© Digital Cloud Training | https://digitalcloud.training

5

EC2 attempts to assume role
( API call)

DigitalCloud
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Cross Account Access to
Amazon S3

Al
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/= Cross Account Access (3 Party) Hands-On

"Statement": {
"Effect": "Allow",

"Action": "sts:AssumeRole

"Principal™: {"AWS": "3rd

"Condition": {"StringEquals": {"sts:ExternalId": "12345"}}

1
’

party AWS Account ID"},

aws

et DCT-MANAGEMENT

v
v

X

Identity-based
policy

Jack

sts:AssumeRole
with external ID
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sl DCT-PRODUCTION
v/
v
*_ Trust
Policy
v/
ﬁ §é v/
X
Role Permissions
Policy

B

S3 Bucket
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Amazon EC2 Instance Profile

Al
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(= Attach Role to EC2 Instance

iam:PassRole Q

S3ReadOnly _
Jack s3:ListBuckets
D >
v
v v v
x V \/ " m, n "
X X "Effclact". Allow",
Permissions Policy . e . ACETonEN
| Trust Policy Permissions Policy "s3:Getx",
"s3:Listx"
"Effect": "Allow",
"Action": [ { 1,
"iam:GetRole", WEffect™: "Allow", "Resource": "x"
"iam:PassRole" "Principal: {
Il "Service": "ec2.amazonaws.com"
"Resource": "arn:aws:iam::<1132255678:role/s3ReadOnly" H
"Action": "sts:AssumeRole"
}

DigitalCloud
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Directory Services and Federation
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AWS Directory Services

A=
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/5 AWS Managed Microsoft AD

p—

Console

ke

RDS

QuickSight

Workspaces

Workdocs

Workmail

Corporate Office / DC

Microsoft AD
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A

Azure AD

Also Allows you to:

[

Apply group policy
Use single sign-on to
apps and services
Enable MFA with
RADIUS

. DigitalCloud

TRAINING



AD Connector

m Corporate Office / DC .
Amazon WorkSpaces
Hak “t]
v A@
A\D)

VPN
Amazon EC2

Active Directory

Connector

AWS Management
Console
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Create AWS Managed
Microsoft AD

Al
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/= AWS Managed Microsoft AD

p—

-
<

AWS Management
Console

Windows 10

Windows Server
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EC2DomainlJoin
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Delegate Access to
Management Console

Al
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ldentity Federation
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|dentity Federation Services

Can use separate SAML 2.0 or
OIDC IdPs for each account
Enables access control using
federated user attributes
User attributes can be cost

center, job role etc.

© Digital Cloud Training | https://digitalcloud.training

Central management for
federated access

Attach multiple AWS accounts
and business applications
|dentities can be in AWS SSO
Works with many IdPs (e.g.
Active Directory)

Permissions assigned based on
group membership in IdP

Federation support for web
and mobile applications
Provides sign-in and sign-up
Supports sign-in with social
|IdPs such as Apple, Facebook,
Google, and Amazon
Supports IdPs using SAML 2.0

DigitalCloud
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|AM |ldentity Federation
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& |dentity Federation

IdP authenticates the user

App calls

S

IdP sends client SAML assertion

AWS return temporary security credentials
App uses credentials to access S3 bucket

Corporate Office / DC

(LDAP) E E

Identity

y I provider (IdP)
Identity store /

Client application attempts to authenticate using IdP

=

)
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S3 Bucket
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o~

= ldentity Provider Implementation

SAML 2.0 compatible
LDAP source (AD + Identity provider is
ADFS) configured in AWS IAM
- Either SAML or OIDC

Active Directory
(self-managed)

Sy dAWS

AWS IAM

Social
Providers

Web Identity Federation
for mobile apps uses
OpenlD Connect (OIDC)

AWS recommend to use
- Cognito for web identity
federation in most cases
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Authenticated and
authorized users can
access AWS services
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AWS Single Sign-on (SSO)
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& AWS Single Sign-on (SSO)

_ Identity sources can be AWS SSO, Enables centralized
Corporate Office / DC . . . .
Active Directory and standard permissions
providers using SAML 2.0 management @

Active Directory I:E

(self-managed)

‘Q

AWS Single Sign-On

AWS Directory Service

o Custom SAML 2.0 application

Azure AD

Adobe Creative Cloud

Built-in SSO integrations to
business applications
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a00
AWS Organizations

AWS AWS
Account A Account B

Connect AWS
accounts and
Organizations

AWS Account C

AWS Account D
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Configure AWS SSO with
AWS Managed AD

Al
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AWS Managed Microsoft AD

=] DCT-MANAGEMENT

I
&)

LLLL)

LB

Windows

SSO uses AD as an
identity source

&

Single Sign-On

!

AD DC

Windows 10 = User logs into
domain using

s=i DCT-PRODUCTION

...

©

AWS Management
Console

1

SSO authenticates
user using federation

Access levels are
controlled using
permission sets
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& Cognito User Pools

1
¥<0Q:
1

.o 1

1

1

1

SAML OIDC W

Cognito User Pool ldentity

Providers

Token (JWT)

Client / Token (JWT)

. M .

API AWS Lambda

- DigitalCloud
RREE TRAINING
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& Cognito Identity Pool

Cognito User Pool
AWS Lambda

.°_O-"@
STS
Loied-4 Ja\
| SAML oibc »
tmmoomemmeeeoo- ! IAM Role -:-;

Cognito Identity Pool

Identity
Providers . I Amazon DynamoDB

- DigitalCloud
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8 User Pools + Identity Pools

1

1 Authenticate and get '__ﬁ
tokens l
Cognito User
Pool

Token (JWT)

' E [:] 2  Exchange tokens for AWS credentials ﬁ*

Client /

C ito Identit
Mobile ognito ldentity

3 Access AWS services Pool

with credentials . | Frmmmmmmm e e ,
Other AWS Services

o

AWS Lambda Amazon DynamoDB

______________________________________________
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